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Subject: Limited tender enquiry for the Web application security audit of IIG website as 
per the norms of NIC cloud hosting. 
 
Sealed quotations are hereby invited for the Web application security audit of IIG website as per 
the norms of NIC cloud hosting at Indian Institute of Geomagnetism, Plot No. 5, Sector-18, 
Kalamboli Highway, New Panvel, Navi Mumbai 410 218. 
 

REQUIREMENTS AND SCOPE OF WORK 

Scope of work:  

Title: The Web application security audit of IIG website as per the norms of NIC cloud hosting. 
 
Brief scope of security audit: 

• Application penetration testing using standard tools 
• Manual Assessment of the web content for all OWASP and other known vulnerabilities 

and should follow GIGW guidelines. 
• This security audit should be carried out over NIC private IP on which currently IIG 

website is hosted locally which can be accessible through VPN from IIG IT centre.  
• If necessary the auditor team has to visit NIC, Mumbai office to carry out the security 

audit process.  
• All the security issues related to web application development will be rectified by the 

web developer during this activity and reassessment should be carried out by the auditor 
agency. 

• The testing should be grey box testing. 
• The testing should include frontend website and back-end admin panel both. 

 
Final security audit report should be submitted IIG and NIC, Mumbai after successful completion 
of the security audit. 
 
 

TERMS & CONDITIONS 
 
General Conditions: 

a. Throughout the Tender document the term “CONRTRACTOR’’ shall mean the successful 
Tenderer. 

b. Institute reserves the right to accept or reject any tender offer without assigning any reason, 
whatsoever.  The Institute is not bound to accept the lowest price offer. 

c. The quoted rates should be inclusive of all taxes. 
d. Tenders not conforming to the Terms and Conditions and specifications mentioned in the 

tender documents are liable to be rejected. 
 

 



 

 

 

Price Validity: 
 
Four months from the date of opening of the price bid. 
 
 
Payment Schedule: 
Bills for above work may be presented by the vendor after completion of work and work 
satisfactory certificate obtained from the Head, Computer & ERP/Website Committee Chairman.   
 
Tender Details 

Tenders are to be submitted in single sealed envelope mentioning “Limited tender enquiry for 
the Web application security audit of IIG website as per the norms of NIC cloud hosting.”  

 
To, 
The Director, 
Indian Institute of Geomagnetism, 
Kalamboli Highway, New Panvel, 
Navi Mumbai : 410 218 
on or before the  17th Jan’ 2025 by 1700 Hrs. 
 
 

2)  Any bid received by IIG NEW PANVEL after the deadline for submission of bids   prescribed 
by IIG NEW PANVEL, will be summarily rejected and returned unopened to the Bidder.  IIG 
NEW PANVEL shall not be responsible for any postal delay or non-receipt / non delivery of 
the documents.  No further correspondence on this subject will be entertained. 

 
:::::::::::::::::::::::::::::::::::::::::::::::::::::End of the document::::::::::::::::::::::::::::::::::::::::::::::::::::::::: 
 
 


